
Background

Motivation

BOGO adds temporal memory safety seamlessly to spatial memory safety 
on Intel MPX. BOGO adds much less memory overhead than other state-
of-the-art solutions.
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BOGO: Buy Spatial Memory Safety,
Get Temporal Memory Safety (Almost) Free 

Conclusion

Result

Challenges

• Spatial Memory Safety

Memory safety issue causes ~70% vulnerabilities in CVE

char buf[10];
buf[11] = ‘a’;

• Temporal Memory Safety

Image: Matt Miler

Common Types of Memory Safety Issue

char buf = malloc(10);
free(buf);
buf[0] = ‘a’;

Buffer 
overflow

Use-
After-
Free

Hardware Solution: Intel MPX and toolchain can only 
support spatial memory safety

Spatial Memory Safety on Intel MPX

Our Design

• Alias Pointer Issue

How to add temporal memory safety?

• Naïve scan BD(2GB)+BT(4MB per BDE)

char buf = malloc(10);
char *p = buf;
free(buf);
p[0] = ‘a’;

char buf = malloc(10);
char *p = buf;
free(buf);
buf = NULL;
p[0] = ‘a’;

UAF
Undetected • Nullify buf won’t solve the problem

• Hard to find all aliased pointers

UAF
Undetected

char buf = malloc(10);
char *p = buf;
free(buf);
p[0] = ‘a’;

Bound of buf buf, buf+10
Bound of p buf, buf+10

Bound of buf NULL
Bound of p NULL

P’s bound is nullified,
UAF is detected

Nullify bounds 
by search 
BD+BT

Main idea: Working set tracking and scan hot pages only

a) Full Scan b) Partial Scan c) Partial Scan + PageFault Scan

BTE[a]=..	

a=malloc()	 b=malloc()	 c=a	

1me	
Scan	ALL	BTPs	‘c’;	Inv(a);	Inv(c)	

*a	(MPX	excep1on)	

Check(a,	BTE[a])	BTE[b]=..	

free(c)	

BTE[c]=..	

Put(a)	
	

a=malloc()	 b=malloc()	 c=a	

1me	

Scan	HPQ	for	‘c’;	Inv(c)	

																		*a								(UAF	missed;		
							HPQ	{a,	c}					false	nega1ve)	

Pop(b);	Put(a);Check(a,	BTE[a])	Put(b)	

free(c)	

Pop(a);	Put(c)	
	

?:	Page	fault	of	BTP[?]						Put(?):	HPQ.insert(BTP[?])					Pop(?):	HPQ.evict(BTP[?])						Inv(?):	BTE[?]=invalid	

HPQ	{a}	
	

HPQ	{a,	b}	
	

HPQ	{b,	c}	
	

HPQ	{b,	c}	
	

(a)	

(b)	

Put(a)	
	

a=malloc()	 b=malloc()	 c=a	

1me	

Scan	HPQ	for	‘c’;	Inv(c)	

				*a	(MPX	excep1on)	
HPQ	{a,	c};	FAQ	{c}	

Scan	BTP[a]	for	FAQ,	i.e.,	‘c’;	Inv(a)	
Protect(BTP[b],	NO_RW)	

Pop(b);	Put(a);	Check(a,	BTE[a])	Put(b)	

free(c)	

Protect(BTP[a],	NO_RW)	
Pop(a);	Put(c)	

HPQ	{a}	
	

HPQ	{a,	b}	
	

HPQ	{b,	c}	
	

HPQ	{b,	c};	FAQ{c}	
	

(c)	

a	 b	 c	 a	

a	 b	 c	 a	

Good Properties

• Partial Scan + PageFaultScan = LowOverhead + No False Negative

• PageFaultScan + RedundancyPredication

= Low Overhead + No False Positive 

Other Optimizations: 
• No PageFaultScan Optimization
• Full PageScan Optimization
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DangSan
llvm-mpx
BOGO(static)
BOGO

14.52 6.76 7.72 18.6 16.16


